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Secure passwords (covers skill standard 1.4.1, 2.3.1)
How to create, use and maintain secure passwords

When you want to protect something, you usually lock it up with a key. Houses and bicycle locks all have physical metal keys. Technology also has electronic keys; bankcards have keys in the form of PIN numbers, email and social networking accounts have passwords. Computer files have what are called encryption keys.

All of these keys, physical and virtual, have one thing in common, they open their respective locks just as effectively in the hands of somebody else. 

The very best physical locks have keys that cannot be copied.  Digital keys have the disadvantage that they are easily copied.  

You can install firewalls, secure email accounts, and encrypted disks, but if your password is weak, or if you allow it to fall into the wrong hands and be copied, they will not protect the item you want to lock.

Elements of a strong password

A password should be difficult for a computer program and a friend to guess.

Make it long: The longer a password is, the less likely it is that a computer program or friend would be able to guess it. You should try to create passwords that include ten or more characters. Some people use passwords that contain more than one word, with or without spaces between them, which are often called passphrases. This is a good idea, as long as the program or service you are using allows you to choose long enough passwords.
Make it complex: The complexity of a password also helps prevent automatic password cracking software from guessing the right combination of characters. Where possible, you should always include upper case letters, lower case letters, numbers and symbols, such as punctuation marks, in your password. You can make it complex by varying capitalisation, such as: 'My naME or by Alternating numbers and letters, such as: My naM3' or by incorporating symbols, such as: (My@nam3)
Make it practical: If you have to write your password down because you can't remember it, you may leave yourself vulnerable to anybody with a clear view of your desk or temporary access to your home, your wallet, or even the dust bin outside your house. 
Don't make it personal: Your password should not be related to you personally. Don't choose a word or phrase based on information such as your name, telephone number, child's name, pet's name, birth date, or anything else that a person could learn by doing a little research about you.
Keep it secret: Do not share your password with anyone unless it is absolutely necessary. And, if you must share a password with a friend or family member, you should change it to a temporary password first, share that one, then change it back when they are done using it. 
Make it unique: Avoid using the same password for more than one account. Otherwise, anyone who learns that password will gain access to even more of your sensitive information. This is particularly true because some services make it relatively easy to crack a password. 
Keep it fresh: Change your password on a regular basis, preferably at least once every three months. Some people get quite attached to a particular password and never change it. This is a bad idea. The longer you keep one password, the more opportunity others have to figure it out. Also, if someone is able to use your stolen password to access your information and services without you knowing about it, they will continue to do so until you change the password.
Exercise

1   Make an information sheet informing people how to make good passwords.
2   Find out how to password protect word processor and spreadsheet files to keep them secure.
3   Create a list of five difficult to crack passwords that are straightforward to remember.
e.g. St1ckY_Pudd1nG
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